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CYBERSECURITY
RISK SNAPSHOT

For Architecture, Engineering
& Construction Firms (AEC)

AEC firms rely on shared data, distributed teams, and reliable
access. As complexity grows, so does risk of disruption, data loss,
and cyber exposure. This snapshot helps identify vulnerabilities
affecting continuity, security, resilience, and client trust, giving an
early indication of your business risk.

1. PROJECT DATA SECURITY Yes  No  Unsure
Is sensitive project data protected?

Access to drawings and models is controlled
External collaborators only access required files
Project folders are structured consistently

File sharing permissions are reviewed periodically
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O 0000
O 0000

Project data access can be revoked quickly

z

2. REMOTE WORK & JOB SITE CONNECTIVITY  Yes o Unsure

Can teams securely access systems from
multiple locations?

Remote access is secured with MFA
Devices used on job sites are managed
VPN or secure access tools are used

Lost or stolen devices can be secured remotely
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Remote access activity is monitored and logged
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3. BACKUP & PROJECT CONTINUITY Yes o Unsure

Can projects continue if systems fail?

Project data is backed up automatically
Backups include shared drives and cloud systems
Backup restoration is tested periodically

Version history is available for critical files
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Backup access is restricted



4. IDENTITY & ACCESS CONTROL
Are user permissions controlled?

Users only access systems required for their role
Access removed when staff leave projects/company
Users can securely recover account access quickly
Admin privileges are restricted

User roles are defined consistently

5. VENDOR & PARTNER COLLABORATION
Are third parties managed securely?

External consultants access only required systems
Vendor accounts are reviewed regularly
File sharing links expire appropriately

Third-party software tools are reviewed

6. MONITORING & THREAT DETECTION
Are risks identified before disruption occurs?

Systems are monitored for unusual activity
Devices are protected with endpoint security
Email threats are filtered

Unauthorized access can be detected and revoked

24/7 managed detection & response is in place

7.1T PLANNING & GOVERNANCE
Is technology aligned with operational growth?

IT upgrades are planned 6-12 months ahead
Technology risks are reviewed periodically
Systems are documented

Technology supports project timelines

Infrastructure supports future growth

Self-Scoring Guide

Score each response to
indicate overall risk (max

Yes

O 0000

=<

es

O o000

Yes

O 0000

Yes

O 0000

No Unsure

O 0000
O 0000

No Unsure

O o000
O o000

No Unsure

O 0000
O 0000

No Unsure

O 0000
O 0000

Review Your Results

score 68). with a Specialist
Yes = 2 points Identify vulnerabilities, reduce
Unsure = 1 point risk exposure, and strengthen
No = 0 points operational resilience.

SCORE INTERPRETATION Low Score (0-34)?

54-68 Strong controls
supporting resilience and
governance.

35-53 Some gaps may
increase operational or
security risk.

Scan the

QR code to
book a free
consultation
with a specialist.

0-34 Limited controls visit 360smartnetworks.com
increase disruption risk or call 770-518-7089

and highlight priority
improvements.




